Snowsport

E-safety Policy

It is important to discuss the needs of your club and adopt the SSC/W Policy. If you wish to
produce your own policy, it must incorporate a statement that you “Agree to abide by the SSC/W
E-safety policy”.

All staff and athletes will:

Take responsibility for their own use of communication and interactive technologies,
making sure they use new technologies safely, responsibly and legally

Not use any communication device or service including social networking, to bring SSW,
its staff, members or snowsports into disrepute

Not use any communication device or service, including interactive services such as
social networking for inappropriate behaviour online within the context of snowsports
including bullying or harassment of others in any form, defamation, obscene or abusive
language, the uploading of material which is libellous, defamatory, obscene, illegal,
shows nudity or is violent

Report to the Lead Safeguarding Officer of SSC/W any known misuses of communication
and interactive technologies within the context of snowsports, including unacceptable
behaviour, inappropriate contact with children online and illegal content including sexual
abuse/indecent images of children

Be aware that any report of the misuse of communication and interactive technologies
within the context of snowsports will be investigated and may result in sanctions being
enforced. Where suspected criminal activity has taken place, a report will be made to the
police.

Where SSC/W provides network access or communication devices all staff and athletes will:

Protect passwords and personal network logins. Where available, security settings
should be set on mobile devices. Any attempts to access, corrupt or destroy other users’
data in any way using technology is unacceptable.

In addition to the above, coaches and other personnel will:

Take responsibility for their professional reputation in the online environment, making
sure they follow e-safety advice, adhere to privacy and safety settings and report any
concerns in accordance with SSC/W policies and procedures.

Not ask for email addresses, mobile phone numbers or social networking profiles of junior
members under the age of 18, or search for junior members on social networking sites or
search engines — staff will have been given the details of those they need.
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Online Safety (e-safety) Guidlines

With the increasing use of technology in sports and leisure activities, maintaining online safety
has become as important as physical safety. For children involved in snowsports, this means
being aware of both the digital risks and the unique challenges posed by the sporting
environment. The following guidelines aim to support children, parents, and coaches in ensuring
a safe and enjoyable experience both online and while participating in our sport.

Part of the challenge for many adults when considering safeguarding and young people online
is the gap between the children’s knowledge and their own general lack of understanding,
knowledge and skills in relation to the online world. Developing a basic knowledge of the
technology can help you understand online safety issues, manage the risk and deal with
incidents as well as supporting athletes and any parents/carers who seek advice and
information.

For young people the safeguarding risks associated with social media include:

e Inappropriate access to, use or sharing of personal details (names, phone numbers etc)
¢ Atrtificial Intelligence (Al)

e Sexually coerced extortion (Sextortion)

e Child sexual abuse material (CSAM)

e Text bullying and cyber bullying

e Exposure to pornography

e Grooming for sexual abuse

e Direct contact and actual abuse. Personal attacks — direct hate

e Exposure to inappropriate content including self-harm, racist, hate and adult pornography
e Glorifying activities such as drug taking, excessive drinking or gambling

e (Gaming addiction

e Leaving and running away from home as a result of contacts made online

e Self harm and suicide

e Mis-information ‘Fake news’

Many children also fail to recognise that the internet is a public place and anything they post on
the internet, or anything posted about them, can potentially be seen by many other people.

There is also the risk that the capabilities of social networking services may increase the
potential for sexual exploitation of children and young people. There have been a number of
cases where adults have used social networking and used interactive services as a means of
grooming children and young people for sexual abuse.

Online grooming techniques include:
e Gathering personal details (age, name, school, photos etc)
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e Promising meetings with sports idols or celebrities

o Offering cheap tickets to sporting or music events

o Offering material gifts

e Paying children to appear naked or perform sexual acts

e Bullying and intimidating behaviour such as threatening to expose the child by contacting
their parents and tell them about their activities on a social networking site

e Asking sexually themed questions

e Asking to meet children and young people offline

e Sending sexually themed images to a child

e Masquerading as a minor or assuming a false identity on a social networking site to deceive
a child

Protecting Personal Information

Children should avoid sharing personal details (full names, school, address, phone
number) on social media, forums, or public snowsports platforms.

Parents and guardians should be encouraged to regularly review privacy settings on
devices and online accounts used for snowsports activities.

Encourage the use of nicknames or avatars rather than real names in online gaming or
snowsports-related chat rooms.

Safe Use of Social Media

Remind children to think before posting photos or videos from snowsports events. Avoid
sharing images that reveal personal information.

Only connect online with people they know in real life, such as teammates, and friends.
Coaches and U18 athletes should not be ‘friends’ on social media platforms.

Be cautious of direct messages or friend requests from strangers. Children should tell a
trusted adult if they receive anything suspicious.

Responsible Communication

Personal Social Media

e Unless a coach or other official is related to a child, they should not accept
any member under the age of 18 as a friend on their own personal site or
share their own site details with them. Problems can arise when coaches and
other people in a position of responsibility accept children as ‘friends’ on their own
personal social networking site. They should not use web based communications
to send personal messages of a non-snowsports nature to anyone involved in their
Discipline under the age of 18 and should not enter into “banter” with them. This
advice is to safeguard the official, as well as the child. Material posted should be
able to be viewed by everyone, not sent individually to children. Their personal
social media site is just to be used for personal use.
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Texts and E mails

e SSC/W accepts that the use of texts and e mails to communicate effectively is
sometimes necessary. Where possible, and certainly where the child is under the
age of 13, coaches should communicate with parents. For over 13 year olds, if
you have written consent, you should use “group e mails or texts” to communicate
with members and ALWAYS copy in the parents/carers. There are some excellent
communication platforms where important messages can be sent to groups and
individuals. Remember to “bcc” all recipients of emails, to ensure personal contact
details are not made widely available. If coaches and others stick to these
guidelines, they will help safeguard themselves and not leave themselves open to
misinterpretations or allegations of misconduct.

Sexting or Youth Produced Sexual Imagery

Sexting is when someone shares a sexual message, naked or semi-naked image, video or
text message with another person. Young people send them using phones, tablets and laptops
and share them across Apps, sites or games including livestreaming, many young people
share them on social media channels.

There are lots of reasons why young people do this including:

« Just to express themselves or from peer pressure

* Being blackmailed, harassed or threatened

* To increase their self esteem

* To prove their sexuality

* Feeling worried they will be seen as frumpy, shy, or not sexy if they don’t; they think
everyone else is doing it

* Feeling confident about themselves and wanting to share this confidence with others
* Feeling they owe their boyfriend or girlfriend and being made to feel guilty if they don’t
* Being in love with someone and fully trusting them

* They are in a long distance or online relationship and want to have a sexual relationship

The risks to the child include losing control of the images, videos or messages they have
shared. Once something is shared online it is public and can be saved or copied by others.
Images shared privately with their boyfriend or girlfriend are often shared either for fun by the
recipient or when the relationship breaks down.

Young people can be blackmailed and told to send another more extreme photo otherwise the
photo will be sent to their family and friends. Young people can be bullied as a result. These
images might be shared without consent, this can lead to suffer embarrassment, humiliation,
shame and guilt leading to self-harm and sometimes suicide.

It is really important to support the child. It is tempting (especially if you are the parent) to feel
angry or upset with the child, but it is very important the child shares their worries with you,
and you reassure them.

If a child shares something to do with sexting
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» Don'’t get angry with them, or tell them they are stupid, they are probably very upset and
worried, they need your help

* Do reassure them, and say they have done the right thing to tell you, and remind them they
can always come and talk to you or another trusted adult or someone at ChildLine

 Ask open questions ,think carefully about the questions

 Contact Safeguarding Lead at Snowsport Wales for support.

If you become aware that a child has sent or received something via social media of a sexual
theme (naked or topless pictures, a picture displaying genitals or committing a sex act) you
should:

* Never copy, forward or print the image

* Do not ask to view the image yourself

* ALWAYS contact the SSW Safeguarding Lead for support

« If you are concerned for the immediate safety of a child, contact the Police without delay

* You cannot confiscate the phone/device (teachers and police have additional powers)

« Offer the child support to deal with the issue (as above)

NSPCC and Childline have collaborated to form Report Remove, a tool that allows young people
to report an image or video shared online to see if it is possible to get it taken down.
https://www.nspcc.org.uk/keeping-children-safe/online-safety/online-reporting/report-remove/

https://www.childline.org.uk/info-advice/bullying-abuse-safety/online-mobile-safety/report-
remove/

REPORT

REMOYE

Nude image of you online?
We can help take it down.

Websites
e Your club or organisation may wish to own its website and ultimately this will be
the responsibility of your website administrator. A website is a useful tool for
advertising, showcasing what you do, gaining sponsorship and giving information
to members. The website administrator should understand both the technology
used and safeguarding and it is recommended they undergo basic safeguarding
training. You must ensure that the content of the website is suitable and is
monitored regularly. The website administrator should ensure the Policy regarding
Photographs is adhered to. It is suggested you place the Education from the
National Crime Agency (CEOP) “Report Abuse” app on your web site and the link
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to the www.ThinkUKnow.co.uk internet safety site provided by the CEOP which
gives highly effective and age appropriate advice to children, young people,
parents and carers.

Internet Watch Foundation (IWF) also has some very good advice.
https://www.iwf.org.uk

e You should consider the benefits, and risks involved in hosting message boards,
forums or blogs. If you decide to use these methods of communication ensure
they are password protected and only allow comments to be posted by members
and other trusted people. Remember you are responsible for all content on your
website and this content should be monitored regularly. Users should be issued
with acceptable use guidelines. Don’t post anything that can be regarded as
hurtful, insulting, offensive, abusive or threatening.

Who should be given the contact details of children?

e The club welfare officer or other designated person will collect in the membership details and
keep the information confidential.

e SSC/W office should be given details of any athletes that have accepted places on squads
or teams.

e |t is accepted that other coaches and responsible adults may be given contact details and
mobile phone numbers of athletes for trips abroad, to be used in an emergency.

e Camp organiser, House Parent and/or Welfare officer on all residential camps.

Guidelines for Parents and Coaches

e Discuss e-safety and its importance regularly with children.

e Supervise and monitor children’s online activity, especially when on residential camps.

e Set clear boundaries regarding the use of social media and devices during camps, trips
and events.

e Encourage open dialogue so children feel comfortable raising any concerns about online
safety.

e Do ngt send jokes, pictures or personal conversations. You should not respond to emails
or texts from young people other than those directly about club matters and always copy
parents into your reply. If you receive any inappropriate emails from children, forward
them to the Lead Welfare Officer immediately and do not respond to the child yourself.

e Encourage respectful and positive communication in all online interactions related to
snowsport teams, clubs, or competitions.

e Discourage and report any form of cyberbullying, harassment, or inappropriate language
whether directed at themselves or others.
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e Children should never feel pressured to share content or respond to uncomfortable
messages; they should always speak to a trusted adult if unsure.

Reporting and Support

e Make sure children know how to report inappropriate behaviour—both online (through
social media platform tools) and offline (to a trusted adult or safeguarding officer).

e Familiarise yourself with the SSC/W safeguarding policies and of your child’s club or

organisation.

Useful resources for further help

Childline https://www.childline.org.uk

CPSU https://thecpsu.org.uk (this name will be changing from May 2026)

CEORP https://www.ceopeducation.co.uk/11_18/

A combination of awareness, open communication, and practical precautions will help foster a
positive and secure environment for all young athletes involved in snowsports.
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Online Safety (e-safety)

With the increasing use of technology in sports and leisure activities,
maintaining online safety has become as important as physical safety. For
children involved in snowsports, this means being aware of both the digital risks
and the unique challenges posed by the sporting environment. The following
guidelines aim to support children, parents, and coaches in ensuring a safe and
enjoyable experience both online and while participating in our sport.

Part of the challenge for many adults when considering safeguarding and
young people online is the gap between the children’s knowledge and their own
general lack of understanding, knowledge and skills in relation to the online
world. Developing a basic knowledge of the technology can help you
understand online safety issues, manage the risk and deal with incidents as
well as supporting athletes and any parents/carers who seek advice and
information.

For young people the safeguarding risks associated with social media include:

e Inappropriate access to, use or sharing of personal details (hames, phone
numbers etc)

¢ Atrtificial Intelligence (Al)

e Sexually coerced extortion (Sextortion)

e Child sexual abuse material (CSAM)

e Text bullying and cyber bullying

e Exposure to pornography

e Grooming for sexual abuse

e Direct contact and actual abuse. Personal attacks — direct hate

e Exposure to inappropriate content including self-harm, racist, hate and adult
pornography

e Glorifying activities such as drug taking, excessive drinking or gambling

e (Gaming addiction

e Leaving and running away from home as a result of contacts made online

e Self harm and suicide

e Mis-information ‘Fake news’

Many children also fail to recognise that the internet is a public place and
anything they post on the internet, or anything posted about them, can
potentially be seen by many other people.
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There is also the risk that the capabilities of social networking services may
increase the potential for sexual exploitation of children and young people.
There have been a number of cases where adults have used social networking
and used interactive services as a means of grooming children and young
people for sexual abuse.

Online grooming techniques include:

e Gathering personal details (age, name, school, photos etc)

e Promising meetings with sports idols or celebrities

o Offering cheap tickets to sporting or music events

o Offering material gifts

e Paying children to appear naked or perform sexual acts

e Bullying and intimidating behaviour such as threatening to expose the child
by contacting their parents and tell them about their activities on a social
networking site

e Asking sexually themed questions

e Asking to meet children and young people offline

e Sending sexually themed images to a child

e Masquerading as a minor or assuming a false identity on a social networking
site to deceive a child

Protecting Personal Information

e Children should avoid sharing personal details (full names, school,
address, phone number) on social media, forums, or public snowsports
platforms.

e Parents and guardians should be encouraged to regularly review privacy
settings on devices and online accounts used for snowsports activities.

e Encourage the use of nicknames or avatars rather than real names in
online gaming or snowsports-related chat rooms.

Safe Use of Social Media

e Remind children to think before posting photos or videos from
snowsports events. Avoid sharing images that reveal personal
information.

e Only connect online with people they know in real life, such as
teammates, and friends. Coaches and U18 athletes should not be
‘friends’ on social media platforms.

e Be cautious of direct messages or friend requests from strangers.
Children should tell a trusted adult if they receive anything suspicious.
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Responsible Communication

Personal Social Media

e Unless a coach or other official is related to a child, they
should not accept any member under the age of 18 as a
friend on their own personal site or share their own site
details with them. Problems can arise when coaches and other
people in a position of responsibility accept children as ‘friends’
on their own personal social networking site. They should not use
web based communications to send personal messages of a non-
snowsports nature to anyone involved in their Discipline under the
age of 18 and should not enter into “banter” with them. This
advice is to safeguard the official, as well as the child. Material
posted should be able to be viewed by everyone, not sent
individually to children. Their personal social media site is just to
be used for personal use.

Texts and E mails

e SSC/W accepts that the use of texts and e mails to communicate
effectively is sometimes necessary. Where possible, and
certainly where the child is under the age of 13, coaches should
communicate with parents. For over 13 year olds, if you have
written consent, you should use “group e mails or texts” to
communicate with members and ALWAYS copy in the
parents/carers. There are some excellent communication
platforms where important messages can be sent to groups and
individuals. Remember to “bcc” all recipients of emails, to ensure
personal contact details are not made widely available. If coaches
and others stick to these guidelines, they will help safeguard
themselves and not leave themselves open to misinterpretations
or allegations of misconduct.

Sexting or Youth Produced Sexual Imagery

Sexting is when someone shares a sexual message, naked or semi-naked
image, video or text message with another person. Young people send them
using phones, tablets and laptops and share them across Apps, sites or
games including livestreaming, many young people share them on social
media channels.
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There are lots of reasons why young people do this including:

« Just to express themselves or from peer pressure

* Being blackmailed, harassed or threatened

* To increase their self esteem

* To prove their sexuality

* Feeling worried they will be seen as frumpy, shy, or not sexy if they don't;
they think everyone else is doing it

* Feeling confident about themselves and wanting to share this confidence
with others

* Feeling they owe their boyfriend or girlfriend and being made to feel guilty if
they don't

* Being in love with someone and fully trusting them

* They are in a long distance or online relationship and want to have a sexual
relationship

The risks to the child include losing control of the images, videos or messages
they have shared. Once something is shared online it is public and can be
saved or copied by others. Images shared privately with their boyfriend or
girlfriend are often shared either for fun by the recipient or when the
relationship breaks down.

Young people can be blackmailed and told to send another more extreme
photo otherwise the photo will be sent to their family and friends. Young
people can be bullied as a result. These images might be shared without
consent, this can lead to suffer embarrassment, humiliation, shame and guilt
leading to self-harm and sometimes suicide.

It is really important to support the child. It is tempting (especially if you are
the parent) to feel angry or upset with the child, but it is very important the
child shares their worries with you,

and you reassure them.

If a child shares something to do with sexting

* Don'’t get angry with them, or tell them they are stupid, they are probably
very upset and

worried, they need your help

* Do reassure them, and say they have done the right thing to tell you, and
remind them they can always come and talk to you or another trusted adult or
someone at ChildLine

 Ask open questions ,think carefully about the questions

 Contact Safeguarding Lead at Snowsport Wales for support.

If you become aware that a child has sent or received something via social
media of a sexual theme (naked or topless pictures, a picture displaying
genitals or committing a sex act) you should:
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* Never copy, forward or print the image

* Do not ask to view the image yourself

* ALWAYS contact the SSW Safeguarding Lead for support

* If you are concerned for the immediate safety of a child, contact the Police
without delay

* You cannot confiscate the phone/device (teachers and police have
additional powers)

« Offer the child support to deal with the issue (as above)

NSPCC and Childline have collaborated to form Report Remove, a tool that
allows young people to report an image or video shared online to see if it is
possible to get it taken down.
https://www.nspcc.org.uk/keeping-children-safe/online-safety/online-
reporting/report-remove/

https://www.childline.org.uk/info-advice/bullying-abuse-safety/online-mobile-
safety/report-remove/

REPORT

REMOE

Nude image of you online?
We can help take it down.

Websites
e Your club or organisation may wish to own its website and
ultimately this will be the responsibility of your website
administrator. A website is a useful tool for advertising,
showcasing what you do, gaining sponsorship and giving
information to members. The website administrator should
understand both the technology used and safeguarding and it is
recommended they undergo basic safeguarding training. You
must ensure that the content of the website is suitable and is
monitored regularly. The website administrator should ensure the
Policy regarding Photographs is adhered to. It is suggested you
place the Education from the National Crime Agency (CEOP)
“‘Report Abuse” app on your web site and the link to the
www.ThinkUKnow.co.uk internet safety site provided by the
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CEOP which gives highly effective and age appropriate advice to
children, young people, parents and carers.

Internet Watch Foundation (IWF) also has some very good
advice.

https://www.iwf.org.uk

e You should consider the benefits, and risks involved in hosting
message boards, forums or blogs. If you decide to use these
methods of communication ensure they are password protected
and only allow comments to be posted by members and other
trusted people. Remember you are responsible for all content on
your website and this content should be monitored regularly.
Users should be issued with acceptable use guidelines. Don'’t
post anything that can be regarded as hurtful, insulting, offensive,
abusive or threatening.

Who should be given the contact details of children?

e The club welfare officer or other designated person will collect in the
membership details and keep the information confidential.

e SSC/W office should be given details of any athletes that have accepted
places on squads or teams.

e |t is accepted that other coaches and responsible adults may be given
contact details and mobile phone numbers of athletes for trips abroad, to be
used in an emergency.

e Camp organiser, House Parent and/or Welfare officer on all residential
camps.

Guidelines for Parents and Coaches

e Discuss e-safety and its importance regularly with children.

e Supervise and monitor children’s online activity, especially when on
residential camps.

e Set clear boundaries regarding the use of social media and devices
during camps, trips and events.

e Encourage open dialogue so children feel comfortable raising any
concerns about online safety.

e Do not send jokes, pictures or personal conversations. You should not
respond to emails or texts from young people other than those directly
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about club matters and always copy parents into your reply. If you
receive any inappropriate emails from children, forward them to the Lead
Welfare Officer immediately and do not respond to the child yourself.

e Encourage respectful and positive communication in all online
interactions related to snowsport teams, clubs, or competitions.

e Discourage and report any form of cyberbullying, harassment, or
inappropriate language whether directed at themselves or others.

e Children should never feel pressured to share content or respond to
uncomfortable messages; they should always speak to a trusted adult if
unsure.

Reporting and Support

e Make sure children know how to report inappropriate behaviour—both
online (through social media platform tools) and offline (to a trusted adult
or safeguarding officer).

e Familiarise yourself with the SSC/W safeguarding policies and of your
child’s club or organisation.

o Useful resources for further help

e Childline https://www.childline.org.uk

e CPSU https://thecpsu.org.uk (this name will be changing from May
2026)

e CEOP https://www.ceopeducation.co.uk/11 18/

A combination of awareness, open communication, and practical precautions
will help foster a positive and secure environment for all young athletes involved
in snowsports.
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